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the techniques and various embodiments with various modi-
fications as are suited to the particular use contemplated.
[0342] Although the disclosure and examples have been
fully described with reference to the accompanying draw-
ings, it is to be noted that various changes and modifications
will become apparent to those skilled in the art. Such
changes and modifications are to be understood as being
included within the scope of the disclosure and examples as
defined by the claims.

[0343] As described above, one aspect of the present
technology is the gathering and use of data available from
various sources to better enable users to control electronic
devices. The present disclosure contemplates that in some
instances, this gathered data may include personal informa-
tion data that uniquely identifies or can be used to contact or
locate a specific person. Such personal information data can
include demographic data, location-based data, telephone
numbers, email addresses, twitter IDs, home addresses, data
or records relating to a user’s health or level of fitness (e.g.,
vital signs measurements, medication information, exercise
information), date of birth, or any other identifying or
personal information.

[0344] The present disclosure recognizes that the use of
such personal information data, in the present technology,
can be used to the benefit of users. For example, the personal
information data can be used to personalize device interac-
tions. Accordingly, use of such personal information data
enables users to more easily control electronic devices.
Further, other uses for personal information data that benefit
the user are also contemplated by the present disclosure. For
instance, health and fitness data may be used to provide
insights into a user’s general wellness, or may be used as
positive feedback to individuals using technology to pursue
wellness goals.

[0345] The present disclosure contemplates that the enti-
ties responsible for the collection, analysis, disclosure, trans-
fer, storage, or other use of such personal information data
will comply with well-established privacy policies and/or
privacy practices. In particular, such entities should imple-
ment and consistently use privacy policies and practices that
are generally recognized as meeting or exceeding industry or
governmental requirements for maintaining personal infor-
mation data private and secure. Such policies should be
easily accessible by users, and should be updated as the
collection and/or use of data changes. Personal information
from users should be collected for legitimate and reasonable
uses of the entity and not shared or sold outside of those
legitimate uses. Further, such collection/sharing should
occur after receiving the informed consent of the users.
Additionally, such entities should consider taking any
needed steps for safeguarding and securing access to such
personal information data and ensuring that others with
access to the personal information data adhere to their
privacy policies and procedures. Further, such entities can
subject themselves to evaluation by third parties to certify
their adherence to widely accepted privacy policies and
practices. In addition, policies and practices should be
adapted for the particular types of personal information data
being collected and/or accessed and adapted to applicable
laws and standards, including jurisdiction-specific consid-
erations. For instance, in the US, collection of or access to
certain health data may be governed by federal and/or state
laws, such as the Health Insurance Portability and Account-
ability Act (HIPAA); whereas health data in other countries
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may be subject to other regulations and policies and should
be handled accordingly. Hence different privacy practices
should be maintained for different personal data types in
each country.
[0346] Despite the foregoing, the present disclosure also
contemplates embodiments in which users selectively block
the use of, or access to, personal information data. That is,
the present disclosure contemplates that hardware and/or
software elements can be provided to prevent or block
access to such personal information data. For example, in
the case of digital assistants, user gaze, and user profiles, the
present technology can be configured to allow users to select
to “opt in” or “opt out” of participation in the collection of
personal information data during registration for services or
anytime thereafter. In another example, users can select not
to provide personal information for user profiles. In yet
another example, users can select to limit the length of time
personal information is maintained or entirely prohibit the
development of a baseline profile. In addition to providing
“opt in” and “opt out” options, the present disclosure con-
templates providing notifications relating to the access or
use of personal information. For instance, a user may be
notified upon downloading an app (e.g., a digital assistant
app) that their personal information data will be accessed
and then reminded again just before personal information
data is accessed by the app.
[0347] Moreover, it is the intent of the present disclosure
that personal information data should be managed and
handled in a way to minimize risks of unintentional or
unauthorized access or use. Risk can be minimized by
limiting the collection of data and deleting data once it is no
longer needed. In addition, and when applicable, including
in certain health related applications, data de-identification
can be used to protect a user’s privacy. De-identification
may be facilitated, when appropriate, by removing specific
identifiers (e.g., date of birth, etc.), controlling the amount or
specificity of data stored (e.g., collecting location data a city
level rather than at an address level), controlling how data is
stored (e.g., aggregating data across users), and/or other
methods.
[0348] Therefore, although the present disclosure broadly
covers use of personal information data to implement one or
more various disclosed embodiments, the present disclosure
also contemplates that the various embodiments can also be
implemented without the need for accessing such personal
information data. That is, the various embodiments of the
present technology are not rendered inoperable due to the
lack of' all or a portion of such personal information data. For
example, users can interact with electronic devices based on
non-personal information data or a bare minimum amount of
personal information.
What is claimed is:
1. An electronic device, comprising:
one or more processors; and
memory storing one or more programs configured to be
executed by the one or more processors, the one or
more programs including instructions for:
while a digital assistant of the electronic device is not
activated:
obtaining, using one or more camera sensors, first
gaze information; and
in accordance with a determination that the first gaze
information satisfies a set of one or more activation
criteria:



